Audit Yorkshire Client Briefing July 2019


Benchmarking of Data Security and Protection Toolkit

In May this year, Audit Yorkshire invited our member and client organisations to participate in a benchmarking exercise in relation to the new Data Security and Protection Toolkit.  In this briefing, Susan Hall, our Information Governance Specialist Lead, introduces the results of the analysis and looks forward to the next round of Toolkit audits.

Joining Forces
Thank you to the SIROs and IG Leads who responded to our invitation to participate in a regional DSPT benchmarking exercise.  In collaboration with our colleagues at 360 Assurance, our purpose was to provide organisations with insights into how their self-assessment responses compared to those of their peers. 

Based on the submissions of 16 large and 17 small organisations across our combined client base, the results of the benchmarking exercise are now available. 

Outcome
The report, attached for your information, draws out a number of headline messages and observations from the first year of the toolkit self-assessments. 


A key finding is the wide variation in responses, attributable in part to the ambiguities in some of the assertions.  Whilst direct comparisons were impeded, to some extent, by the prevalence of free text responses, we trust that the evidence base provided by the paper will be of benefit as you reflect on your own experience of interacting with the DSPT.

The Way Ahead 
The results of the benchmarking exercise, along with reviews of last year’s Toolkit audit programme, will inform our approach to DSPT audits in 2019-20.  In common with our colleagues across the Internal Audit Network, we are seeking to ensure we reflect some of the nuances of the toolkit and focus on adding maximum value to our members and clients.

There is particular interest in the option of a two-stage approach to Toolkit audits this year, involving a supportive pre-emptive review during Quarter 3, followed by a follow up in Q4.  The audit opinion would be issued at this point.  There can be a degree of flexibility in the design of the first stage – its extent and formality of the report – depending on the needs of individual members and clients.

[bookmark: _GoBack]On the basis of feedback they have received, and seeking to recognise that the General Data Protection Regulation is now ‘business as usual’, NHS Digital have published a number of amendments and additions to the Toolkit for 2019-20. They have also announced that new guidance is being commissioned, at national level, to support the next round of DSPT audits.

If there are any messages or observations in this briefing that you wish to follow up, please contact your Audit Manager in the first instance.
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Background to the Data Security and Protection Toolkit

In 2018/19, a new requirement was placed on organisations connecting to the
NHS N3 Network to complete the Data Security and Protection Toolkit.

The Data Security and Protection Toolkit (“the Toolkit”) is an online self-
assessment tool that allows organisations to measure their performance
against the National Data Guardian’s ten data security standards.

All organisations that have access to NHS patient data and systems must use
this toolkit to provide assurance that they are practising good data security
and that personal information is handled correctly.

The toolkit replaced the Information Governance Toolkit, which had for many
years been used by the Department of Health to assess organisations’
compliance with Information Governance requirements.

The change from the Information Governance Toolkit to the Data Security and
Protection Toolkit has been more than a change in name. There is an
increased focus on technology and cyber-security, Dame Fiona recognised
the importance of these areas in July 2016, in advance of the subsequent
WannaCry attack in May 2017.

Benchmarking Methodology

We have reviewed the toolkit submissions of 33 organisations, from across
the client bases of 360 Assurance and Audit Yorkshire.

This cohort included 16 large organisations and 17 small organisations. Large
and small (typically CCG) organisations have different mandatory
expectations upon them with regards to completion of the Toolkit.

The Toolkit covers 10 Data Security Standards. These are broken down into
40 assertions. The assertions are supported by 149 detailed questions with
evidence requirements. Not all of these questions have been mandatory in
2018/19. 100 of these were mandatory for large organisations, and 70 and
mandatory for small organisations.

NHS Digital have stated that they will not be releasing a national analysis of
the responses provided within the Toolkit submissions.
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Headline Messages

>

All organisations responded to the mandatory items in the toolkit as
required. Few organisations opted to assess themselves against additional
(non-mandatory) standards in the toolkit. NHS Digital have increased the
number of mandatory standards to be completed in 2019/20.

Organisations have not interpreted standards and the associated evidence
requirements consistently. Therefore, comparing arrangements in place
across organisations will be unfeasible at scale.

Some questions, as worded, were difficult to complete. For example
requiring a statement on the position as at 315t March. We noted difficulties
where data had to be both compiled and submitted on the same day.

The form of toolkit responses has been inconsistent between organisations.
We noted examples where, in response to the same question, some
provided narrative responses, others provided figures, and some did not
answer the question directly that was asked within the toolkit.

Not all organisations achieved the recommended level of IG training. Of
those organisations that assessed themselves as achieving the 95%
compliance level required by NHS Digital, different approaches were
adopted to calculating the reported figure — for example some excluded
staff on maternity/ sickness, and we noted differing approaches to the
inclusion of bank staff.

Where organisations surveyed their staff, results indicated cohorts of staff
who were not confident of their responsibilities for data sharing, how to use
and transmit data securely, or the organisational support available with
regards to Data Security and Protection.

The toolkit includes some questions where it is not clear whether the
intention is to provide assurance to organisations, or simply collect
information for NHS Digital. Some of these questions produced a wide
range of responses and it is also unclear what the normal or expected
range of answers would be. For example, the number of Anti-Virus alerts
recorded in the past 3 months ranged from zero to over quarter of a million.
This does not indicate that the responses are comparable. It is also unclear
what organisations are supposed to do with this information, as it would not
seem to provide assurance or highlight that there is necessarily a problem
to be investigated.
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Completion of the Toolkit

We found that the median number of questions completed by large
organisations was 113. In small organisations this fell to 106. This shows that
with the exception of a very few organisations, most organisations are
choosing to focus their attention on a limited number of questions in the first
year and have not spent time seeking to complete the entire toolkit.

The following graph shows data for the 13 Small and 14 Large organisations
for which we have the whole data set.
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Figure 1

We note also in this exercise, that there has been a wide variety in the types
of answers provided to NHS Digital. There are many instances in which the
toolkit question required a number, percentage or date to be input, but a
narrative response has been given instead. The decision of NHS Digital to
provide free text fields for these questions has allowed some organisations to
provide further context and understanding of their arrangements but has the
drawback of making comparisons between similar organisations impossible at
scale.

Differences in Interpretation

There are several questions within the toolkit which have been responded to
inconsistently by organisations. In our audits of toolkits we noted at the time
some differences between the question being asked within the toolkit, and the
arrangements described in the Big Picture Guide (NHS Digital’s explanatory
guidance provided to be read alongside the toolkit to support interpretation of
the toolkit).

This inconsistency of interpretation between organisations can be particularly
noted in the following standards.
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3.4.1 Number of staff assessed as requiring specialist training.

Number of staff assessed as requiring specialist
training.
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Figure 2

This indicates differences in interpretation as to what constitutes specialist
training and which staff need it, leading to variations in responses.

Some organisations provided a narrative response rather than a countable
figure (e.g. “all Information Asset Owners”). During our audit reviews, we
noted a draft submission where the response related to the entire workforce,
indicating a very different interpretation of the question being posed.

3.4.2 Number of staff completing specialist data security training

Number of staff completing specialist data security
training
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Figure 3

We have excluded two answers of 5,471 and 4,463 as outliers, but there is
still a wide range in numbers of staff reported as receiving specialist data
security training.
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3.3.1 Percentage of staff successfully completing the level 1 data security
awareness training

Percentage of staff successfully completing the level 1 data
security awareness training
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Figure 4

The number of staff completing data security awareness training is required by
NHS Digital to be at least 95%. The 5% allowance is to allow for those members
of staff who may be on extended absence, such as maternity, sick leave or
secondments.

Through our audits we noted inconsistencies between organisations in the
application of this standard. Some organisations do not include bank staff, or
lay members of the board in the figures, whilst others have excluded those who
are on long term sick from the overall staff count. This means that the target is
lowered to 95% from 100% to allow for these staff, who are then excluded
anyway from the calculation.

Generally small organisations perform better against the minimum compliance
standard of 95%. This is likely due to the relatively small numbers of staff,
although some still failed to meet the 95% target.

Survey of Staff Understanding

Several of the questions in the toolkit required the organisation to survey the
workforce regarding their understanding and views of Data Security and
Protection. The questions did not ask for the level of uptake, and so the
responses could be misleading. For example the questions asked for the
“Percentage of staff that...”. The response might be 100%, which appears
very positive, but might ignore the fact that only a handful of staff had actually
responded to the survey.

There are however useful insights than can be gained from the range of
responses given, and areas identified which may require more focus from
organisations.
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2.2.2 “| feel that confidentiality is more important than sharing information for
care.”

Percentage of staff that feel confidentiality is more
important than sharing information for care
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Figure 5

Dame Fiona Caldicott’s 2013 report “To Share or Not To Share? The
Information Governance Review” observed that fear of breaching
confidentiality should not be a barrier to sharing information where there is a
genuine need to enable appropriate patient care.

The answers provided in the toolkit indicate that there are a number of staff
who may perceive their hands as “being tied” by Data Security requirements
to the detriment of patient care.

2.3.4 “If | have a question about sharing data lawfully and securely | know
where to seek help.”

Percentage of staff that know where to seek help about sharing
data lawfully
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Figure 6
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From the responses given it can be seen that on average, most staff seem
confident that they know where to seek data security advice. However, some
organisations’ staff are not as confident as might be expected if training has
been completely regularly and understood.

Those organisations which did not complete this aspect of the toolkit should
assure themselves that their staff fully understand where help and advice can
be found.

6.2.3 ‘1 know how to report a data security breach.”

Percentage of staff that know how to report a data
security breach
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Figure 7

The responses indicate that most staff seem reasonably confident that they
know how to report a data breach. However, this is not the case for all staff.
Breaches are less likely to be identified and addressed if staff do not know
how to report them.

Effectiveness of Data Security Safeguards

Several questions within the toolkit require organisations to assess the
effectiveness of their data security safeguards.

There are variations in responses given which indicate either significantly
different systems in place, or different understanding of the standards.

Some key areas to highlight are below:
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10.2.2 Percentage of suppliers with data security contract clauses in place.

Percentage of suppliers with data security contract
clauses in place

‘.vl‘lvlvl‘l‘lv

Large Large Large Large Large Large Large Large Large Large Large Large Large Large Large

100% -

80% -

60% -

40% -

20% -

0% -

B Actual = Average

Figure 8

A small number of organisations have a very low percentage of contracts with
data security clauses in place. This could indicate that they are out of step
with other organisations, or that they are interpreting the requirements of this
question differently to others.

We would generally expect organisations to be achieving 100% to comply with
GDPR requirements. Our discussions during our audits indicated that some
organisations have included all suppliers have been included in this measure,
even where there is no personal data being shared.

1.8.5 Number of destruction certificates received from data disposal
contractors in the last 12 months

Number of destruction certificates received in the last
12 months
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Figure 9
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There is a large variation in the number of destruction certificates received
over the course of 1 year. Some organisations have received less than 1 per
quarter, whereas others appear to receive many destruction certificates.

6.2.1 Number of data security and personal information breaches recorded.

Large organisation Small organisation
breaches breaches
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Figure 10 Figure 11

It is evident that due to the types of services provided, large organisations will
have a much higher average count of breaches. However, the variation within
large organisations and small organisations may indicate that not all breaches
are being recorded in a consistent manner.

6.3.2 Number of alerts recorded by the AV tool in the last three months.

Number of Alerts 0 <10 | <100 | <1000 <1800 <100000 <508000
Number of 6 4 5 8 7 1 12
Organisations

Table 1

There have been a wide range of answers to this question, from 0O alerts to
251,112 alerts. This may indicate that organisations are interpreting the
question differently, or that different Anti-Virus tools in use are capturing and
reporting activity differently.
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Conclusion and Next Steps

The purpose of the Data Security and Protection Toolkit is to support
organisations that connect to NHS networks in assessing on a continual basis
the adequacy of data security and protection arrangements in place.

Reviewing a small sample of responses from a cross-section of organisations
has highlighted where different approaches have been taken with regards to
the completion of the toolkit, the interpretation of the toolkit and potentially the
effectiveness of arrangements in place for ensuring security of data and staff
awareness of their responsibilities.

We are aware that NHS Digital have been scrutinising the responses
submitted by organisations and requiring action plans to be produced which
set out how gaps identified through the toolkit will be addressed.

The updated Toolkit questions for 2019/20 have been published. This new
toolkit has increased the number of mandatory questions to be answered from
100 to 116 for NHS Trusts, and from 70 to 106 items for category 2 bodies
which include CCGs. In addition, several new questions have been
introduced, and current questions reworded.

It remains an expectation that organisations will submit their toolkit to
independent audit prior to submission. The audit report will need to be
submitted as part of the 2019/20 toolkit (and is already planned as part of our
2019/20 work plan).

If you would like any advice or services relating to the audit of the Data
Security and Protection Standards Toolkit, please contact Andy Mellor,
Assistant Director, 360 Assurance (Andy.Mellor@nhs.net).
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360 Assurance Audit Yorkshire
Riverside House York Teaching Hospital NHS Foundation Trust
Bridge Park Road Park House
Thurmaston Bridge Lane
Leicester York
LE4 8BL Y031 877
Tel: 0116 225 6114 Tel: 01904 721628
www.360assurance.co.uk www.audityorkshire.nhs.uk
enquiries.360@nhs.net audityorkshire@york.nhs.uk
@360Assurance @AuditYorkshire

10



mailto:Andy.Mellor@nhs.net

http://www.360assurance.co.uk/

mailto:enquiries.360@nhs.net

http://www.audityorkshire.nhs.uk/

mailto:audityorkshire@york.nhs.uk




